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The third reason I believe fundraising activities that involve
non-demographic PHI should require prior patient authorization
is that fundraisers who prepare and third parties who read tar-
geted fundraising communications that reference patients’ treat-
ing physicians or departments of service could easily determine a
patient’s diagnosis or the type of health care services requested or
received. For example, a quick Internet search on my smart
phone revealed that New York City’s Dr. Nadege M. Coupet spe-
cializes in treating patients infected with the HIV virus,” Las
Vegas’s Dr. Sheldon Freedman specializes in treating patients
with sexual dysfunction,” and Phoenix’s Dr. Robert Cohen spe-
cializes in plastic surgery. A fundraiser who accesses the name
of a patient’s treating physician to prepare a targeted fundraising
communication as well as a third party who inadvertently reads
or receives the targeted communication could easily determine (in
the time it takes the fundraiser or third party to Google the name
of the physician on a smart phone) the patient’s general health
condition or the type of health care services requested or received
by the patient. Indeed, several individuals who commented on
HHS’s 1999 Proposed Rule stated that “disease or condition-
specific letters requesting contributions, if opened by the wrong
person, could reveal personal [health] information about the in-
tended recipient.”**

Rights 4 (Sept. 13, 2010) (on file with author) (“Many [covered entities] are non-profits and
it is essential to their existence that they raise funds from the public . . . .”) (emphasis add-
ed); Letter from Susan Waltman, Exec. Vice President & Gen. Counsel, Greater N.Y.
Hosp. Assoc., to U.S. Dep’t of Health & Human Servs., Office for Civil Rights (Sept. 13,
2010) (on file with author) (“Fundraising efforts are crucial to a hospital’s ability to pro-
vide care and treatment to all patients.”) (emphasis added).

239, About Dr. Coupet, NADEGE M. COUPET, http://www.drcoupet.com/internal-med
icine-physician/ (last visited Apr. 14, 2014) (‘I am a Board Certified African American
physician specializing in Internal Medicine and HIV Medicine.”); Health Services, NADEGE
COUPET, http://www.drcoupet.com/internist-doctor-health-services/hiv-sepcialist-nyc-hiv-in
fection (last visited Apr. 14, 2014) (“I am an AAHIVM certified HIV specialist with more
than 14 years experience in treating patients infected with the HIV virus.”).

240. Dr. Sheldon J. Freedman, SHELDON J. FREEDMAN, MD LTD., http://www.urology
channel.com/freedman/physicians.shtml (last visited Apr. 14, 2014) (“His medical practice
deals with urologic problems in men and women with special emphasis on sexual dysfunc-
tion, urologic oncology, pelvic floor reconstruction, stress incontinence, and stone dis-
ease.”).

241. Dr. Robert Cohen, DR. ROBERT COHEN, http://www.robertcohenmd.com/ (last visit-
ed Apr. 14, 2014) (describing Dr. Cohen as a board-certified plastic surgeon who practices
in Scottsdale, Arizona).

242, See Standards for Privacy of Individually Identifiable Health Information, 65 Fed.
Reg. 82,462, 82,718 (Dec. 28, 2000) (to be codified at 45 C.F.R. pts. 160, 164).
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In addition to the identity of the patient’s physician, the pa-
tient’s department of service also could reveal the patient’s health
condition or type of health care services requested or received by
the patient. For example, a patient who received services in a
hospital’s oncology department likely has cancer, had cancer, or
suspects that he or she has cancer. A patient who received ser-
vices in a hospital’s chemical-dependency unit likely has a sub-
stance use disorder, is in recovery from a substance use disorder,
or suspects that he or she has a substance use disorder. A patient
who received services in a hospital’s behavioral health unit likely
has a mental illness, has a history of mental illness, or suspects
that he or she has a mental illness. With the exception of patients
who receive negative diagnostic test results, patients do not gen-
erally request or receive services from a particular department or
unit unless they require such services. In addition, patients who
suspect that they have certain illnesses, including mental illness-
es, sexually transmitted diseases, and other sensitive conditions,
are as deserving of confidentiality as individuals who are diag-
nosed with such illnesses.

In summary, fundraisers who have access to the identity of the
patient’s treating physician and the patient’s department of ser-
vice may be able to determine the patient’s diagnosis or type of
health care services requested or received. In addition, a targeted
fundraising letter sent to a patient’s home that is specific as to
the identity of the patient’s treating physician or department of
service can suggest the diagnosis of the patient or the type of
health care services requested or received to any third party who
intentionally or inadvertently happens to read or see the letter.
For these reasons, I argue that the patient’s prior written author-
ization should be obtained before a covered entity uses or disclos-
es the name of the patient’s treating physician or the patient’s
department of service for fundraising purposes.’

The fourth reason I argue fundraising activities that use a pa-
tient’s non-demographic PHI should require prior authorization is
that a close examination of the comments received by HHS in re-
sponse to its 2010 Proposed Rule do not indicate a shift in public

243. See AM. MED. ASS'N, COUNCIL ON ETHICAL AND JUDICIAL AFFAIRS, PHYSICIAN
PARTICIPATION IN SOLICITING CONTRIBUTIONS FROM PATIENTS CEJA REP. 7-A-04, at 3
(2004) (stating that a physician who sends “personalized solicitation letters to patients’
homes where others may notice them, or {a physician who communicates] patient infor-
mation to third parties,” including fundraisers, may undermine confidentiality).
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attitudes regarding the proper balance of confidentiality and phi-
lanthropy. Rather, the comments indicate that covered entities
continue to want to gather, use, and disclose as much PHI as pos-
sible for fundraising purposes while patients’ rights advocates
and privacy coalitions continue to want to prioritize health infor-
mation confidentiality. The fact that covered entities continue to
want to gather, use, and disclose expanded classes of PHI for
fundraising does not mean that philanthropy should, on a norma-
tive level, outweigh basic patients’ rights. Rather, as discussed in
more detail in Part V, I propose that health information confiden-
tiality and health care philanthropy be balanced through a more
express notification of fundraising activities and a prior written
authorization requirement.

In response to its 2010 Proposed Rule, HHS received 306 com-
ments totaling 2030 pages.** Sixty-one of these comments con-
tained the word “fundraising,”™® although not all of these sixty-
one comments discussed the Privacy Rule’s fundraising require-
ments in detail. Fifty-five of these sixty-one comments were au-
thored by health care providers, institutionally related founda-
tions, other fundraising organizations, medical societies, health
plans, and health care attorneys, while six of these comments
were authored by patients’ rights advocates, privacy coalitions,
health information management organizations, and a professor
and his students in an ethics class at a graduate business
school.”

In its 2010 Proposed Rule, HHS did not ask the public to care-
fully balance a patient’s right to confidentiality with a health care
provider’s desire to engage in grateful patient fundraising. The
only question HHS asked the public to consider was the narrow
question of whether the Privacy Rule’s fundraising provisions
should be loosened to allow covered entities to access a broader

244. Health Information Technology for Economic and Clinical Health Act: Modifica-
tions to the HIPAA Privacy, Security, and Enforcement Rules, REGULATIONS.GOV (Sept. 13,
2010), http:/www.regulations.gov/#!docketDetail,D=HHS-OCR-2010-0016 (downloaded
individually and combined into one consecutively paginated document).

245. A search within the 306 comments for the word “fundraising” revealed sixty-four
comments. Id. Three of these comments, including those from the College of Healthcare
Information Management Executives, the California Hospital Association, and the World
Privacy Forum, appear to be duplicative, leaving sixty-one non-duplicative comments that
contain the word “fundraising.” See id.

246. Id.
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class of PHI, including a patient’s department of service, without
the patient’s prior authorization.*’

The majority of the very small number of health care providers
and related organizations who responded supported the ability to
access treating physician, department of service, and health out-
come information without prior patient authorization. The Great-
er New York Hospital Association (“GNYHA”), for example, sup-
ported HHS’s proposal to allow department of service information
to be used and disclosed without prior authorization.*® According
to GNYHA, “This approach would allow hospitals to narrow their
target audience, [and] provide a clear fundraising message . . . .”**
The Council for Advancement and Support of Education
(“CASE”), a leader in educational fundraising, also stated that ac-
cess to additional categories of PHI would “strengthen grateful
patient fundraising and reduce costly and ineffective fundraising
communications.”™ CASE further explained that “[t]he current
restrictions limit the ability of college, university and foundation
fundraisers to effectively target their fundraising communica-
tions and provide patients a meaningful opportunity to support
their areas of care.”™

Other health care providers also expressed their desire for ac-
cess to treating physician and department of service information
without prior patient authorization. Providence Health & Ser-
vices stated that “health care fundraising efforts could be
strengthened and streamlined with access to department of ser-
vice or generic areas of treatment information.”™ The Johns

247. HHS specifically stated: “In particular, we solicit comment on: (1) Whether the
Privacy Rule should allow additional categories of protected health information to be used
or disclosed for fundraising, such as department of service or similar information, and if
so, what those categories should be.” Modifications to the HIPAA Privacy, Security, and
Enforcement Rules Under the Health Information Technology for Economic and Clinical
Health Act, 75 Fed. Reg. 40,868, 40,897 (proposed July 14, 2010) (to be codified at 45
C.F.R. pts. 160, 164).

248. Letter from Susan Waltman, Exec. Vice President & General Counsel, Greater
N.Y. Hosp. Ass’n, to U.S. Dep’t of Health & Human Servs., Office for Civil Rights 3 (Sept.
13, 2010) (on file with author).

249. Id.

250. Letter from John Lippincott, President, Council for Advancement & Support of
Education, to Office of the Sec’y, U.S. Dep’t of Health & Human Servs. 3 (Sept. 10, 2010)
(on file with author) .

251. Id. at 3-4.

252. Letter from John Koster, President & Chief Exec. Officer, Providence Health &
Servs., to U.S. Dep’t of Health & Human Servs., Office for Civil Rights 2 (Sept. 13, 2010)
(on file with author).
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Hopkins Health System agreed: “[I]n addition to the patient’s de-
partment of service, fund-raising efforts [should] be allowed to
use the name of the treating physician by the development office
or foundation without the necessity of an authorization.””® The
Federation of American Hospitals shared Johns Hopkins’ view
that fundraising “is an important function, particularly for non-
profit institutions, and we believe that liberalization of the rules
in this area would not compromise the interests of individuals.”**

The problem is that these comments did not advance the real
question at hand of how to properly balance the need to protect
patient confidentiality with providers’ desire to use and disclose
PHI for philanthropic purposes. The bulk of the comments sub-
mitted simply reinforce the viewpoint of health care providers
and fundraisers that access to a larger subset of PHI could ease
their fundraising efforts.

It is not surprising that comments authored by patients’ rights
advocates and privacy coalitions expressed the opposing view-
point. The World Privacy Forum firmly told HHS that “[s]haring
any health information with a fundraiser is a gross violation of
privacy.”® The World Privacy Forum explained: “Telling a fund-
raiser that the patient was treated by a particular department
can be tantamount to disclosing the diagnosis. Sharing outcomes
information is just as bad.”” Less upset, but still firm, was the
State of California Office of Health Information Integrity: “The
State of California is not in favor of allowing additional categories
of PHI to be used or disclosed for fundraising.”®’

253. Letter from Donald L. Bradfield, Senior Counsel, the Johns Hopkins Health Sys.,
to U.S. Dep’t of Health & Human Servs., Office for Civil Rights 2 (Sept. 13, 2010) (on file
with author).

254. Letter from Fed’'n of Am. Hosps., to the Honorable Kathleen Sebelius, Sec’y, U.S.
Dep’t of Health & Human Servs. 5 (Sept. 13, 2010) (on file with author).

255. Letter from Pam Dixon, Exec. Dir., World Privacy Forum, to the U.S. Dep’t of
Health & Human Servs., Office for Civil Rights 14 (Sept. 13, 2010) (on file with author)
(emphasis added).

256. Id. World Privacy Forum further stated: “Consider a person who had told no
friend or family of her cancer treatment who subsequently receives a call from a stranger
who knows about that treatment. How can any such use be justified under any circum-
stances? . .. Imagine that a hospital hired a business associate to do fundraising and that
you received a call from a neighbor, cousin, or colleague working for that fundraiser who
knew that you were treated by the oncology department?” Id.

257. STATE OF CAL., COMMENTS TO THE HIPAA PRIVACY, SECURITY & ENFORCEMENT
NPRM 14 (Sept. 13, 2010) (on file with author).
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The bipartisan Coalition for Patient Privacy agreed that confi-
dentiality should trump philanthropy, and argued that patients
should have to affirmatively opt in to the receipt of fundraising
communications, citing the need to preserve the confidentiality of
sensitive health information.*®® The Center for Democracy and
Technology (“CDT”) agreed with the Coalition for Patient Privacy;
that is, CDT wanted HHS to “[e]stablish an opt in standard for
fundraising communications to patients that use PHI beyond de-
mographics and dates of service.”””

The College of Healthcare Information Management Execu-
tives similarly urged HHS to retain its current policy and “not at-
tempt to enhance fundraising opportunities,” citing the opera-
tional difficulty of distinguishing between broad designations,
such as department of service, and narrow designations, such as
diagnosis, because the department of service (e.g., oncology) could
suggest the patient’s diagnosis (i.e., cancer).”

Finally, a professor and several of his students in an Ethics for
the Law Office Class at the Minnesota School of Business would
require prior patient authorization for fundraising. The class
stated, “We recognize the need for. .. funding for new medical
equipment and technology ... but in achieving that goal, we
should not compromise private health information . . . .”**

Given that HHS only solicited public comment on the narrow
question of “[w]hether the Privacy Rule should allow additional
categories of protected health information to be used or disclosed
for fundraising, such as department of service or similar infor-
mation,” the polarized comments referenced above are not sur-
prising.”” Health care providers want access to treating physician

258. Letter from Coal. for Patient Privacy, to the Honorable Kathleen Sebelius, Sec’y,
U.S. Dep’t of Health & Human Servs., Office of Civil Rights 18 (Sept. 13, 2010) (on file
with author).

259. Letter from Ctr. for Democracy & Tech. to Georgina Verdugo, Dir., Office for Civil
Rights, U.S. Dep’t of Health & Human Servs. 26 (Sept. 13, 2010) (on file with author).

260. Letter from Richard A. Correll, President & CEQ, Coll. of Healthcare Info. Mgmt.
Execs., to Georgina Verdugo, Dir., Office for Civil Rights, U.S. Dep’t of Health & Human
Servs. 5 (Sept. 13, 2010) (on file with author).

261. Letter from Maria Greilinger, Tamara Daugherty, Marie Thorp, Roberta Kurth, &
Alan Witz, Ethics for the Law Office Class, Minnesota Sch. of Bus., to U.S. Dep’t of Health
& Human Servs., Office for Civil Rights 3 (on file with author).

262. Modifications to the HIPAA Privacy, Security, and Enforcement Rules Under the
Health Information Technology for Economic and Clinical Health Act, 75 Fed. Reg. 40,868,
40,897 (proposed July 14, 2010) (to be codified at 45 C.F.R. pts. 160, 164).
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and department of service information to ease their fundraising
efforts whereas patients’ rights advocates and privacy coalitions
do not want PHI, other than basic demographic information, to be
used or disclosed for fundraising. Each comment submitted re-
flected one of these two opposing positions. Perhaps if HHS had
asked for ideas regarding how to “better balance health infor-
mation confidentiality with health care philanthropy,” or “how to
best preserve patient confidentiality while supporting health care
philanthropy,” the comments might have been more nuanced. Not
one health care provider who submitted a comment could even ar-
ticulate one reason why philanthropy should trump confidentiali-
ty other than easing covered entities’ fundraising efforts. Not one
health care provider who submitted a comment seriously ana-
lyzed the confidentiality concerns raised by grateful patient fund-
raising and other health care philanthropy initiatives.

Again, HHS’s solicitation of comments on the narrow question
of whether access to additional PHI would make grateful patient
fundraising easier is partly to blame. Also blameworthy is admin-
istrative law’s notice-and-comment rulemaking process.”” Alt-
hough a rich discussion of all of the problems associated with the
notice-and-comment rulemaking process is beyond the scope of
this article, a quick discussion of two illustrative problems might
help put the content of the Final Regulations in context.

First, although proposed rules are supposed to be vehicles for
policymaking, many policy decisions are made well before the rel-
evant agency ever issues a proposed rule.” Indeed, when HHS in
its 2010 Proposed Rule quietly solicited public comment on
whether to expand the classes of PHI that could be used and dis-
closed for fundraising without prior patient authorization,® HHS
did not appear to be introducing a potential new policy the merits
of which could be considered by the public for the first time. In-
stead, HHS appeared to be adopting the September 2004 policy
recommendation of the National Committee on Vital and Health
Statistics (‘NCVHS”) that a patient’s department of service could

263. The Regular Rulemaking Process, OFF. OF ADMIN. L., http://www.oal.ca.gov/regu
lar_Rulemaking_Process.htm (last visited April 14, 2014).

264. See Richard Murphy, Enhancing the Role of Public Interest Organizations in
Rulemaking via Pre-Notice Transparency, 47 WAKE FOREST L. REV. 681, 682 (2012).

265. See Modifications to the HIPPA Privacy, Security, and Enforcement Rules Under
the Health Information Technology for Economic and Clinical Health Act, 75 Fed. Reg. at
40,897.
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be used and disclosed for fundraising purposes without prior au-
thorization.”® The NCVHS recommendations were based in part
on a July 2004 hearing where the NCVHS heard testimony from
representatives of AHP, an academic medical center, and a priva-
cy institute.””” Not surprisingly, AHP and the academic medical
center were in favor of expanding the classes of PHI that could be
used and disclosed for fundraising purposes without prior patient
authorization whereas the privacy institute favored requiring
prior patient authorization.”” Without any attempt to balance
these two positions, the NCVHS (in a letter authored by its phy-
sician chair) simply decided to adopt the pro-philanthropy per-
spective articulated by AHP and the academic medical center.’®
Six years later, HHS in its 2010 Proposed Rule referenced the
NCVHS recommendations en route to proposing the loosening of
confidentiality in the context of health care philanthropy.”™

In summary, the 2010 Proposed Rule should have been the ini-
tial vehicle for new policymaking relating to patient confidentiali-
ty in the context of fundraising. However, I suggest that HHS
made its policy decision back in 2004, after receiving the NCVHS
recommendations, and simply used the 2010 Proposed Rule (in-
cluding the Rule’s very narrow request for comments) and the

266. Letter from John R. Lumpkin, Chairman, Nat’l Comm. on Vital & Health Statis-
tics, to the Honorable Tommy G. Thompson, Sec’y, U.S. Dep’t of Health & Human Servs.
(Sept. 2, 2004), available at http://www.ncvhs.hhs.gov/0204251t. htm.

267. Id.

268. Id.

269. Id.

270. See Modifications to the HIPPA Privacy, Security, and Enforcement Rules Under
the Health Information Technology for Economic and Clinical Health Act, 75 Fed. Reg. at
40,897 (“NCVHS also held a hearing and heard public testimony on this issue in July
2004. After considering the testimony provided, the NCVHS recommended to the Secre-
tary that the Privacy Rule should allow covered entities to use or disclose information re-
lated to the patient’s department of service (broad designations, such as surgery or oncolo-
gy, but not narrower designations or information relating to diagnosis or treating
physician) for fundraising activities without patient authorization. NCVHS also recom-
mended that a covered entity’s notice of privacy practices inform patients that their de-
partment of service information may be used in fundraising, and that patients should be
afforded the opportunity to opt out of the use of their department of service information for
fundraising or all fundraising contacts altogether. ... In light of these concerns and the
prior recommendation of the NCVHS, the Department takes this opportunity to solicit
public comment on whether and how the current restriction on what information may be
used and disclosed should be modified to allow covered entities to more effectively target
fundraising and avoid inappropriate solicitations to individuals, as well as to reduce the
need to send solicitations to all patients.”).
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2013 Final Regulations to establish a formal administrative rec-
ord should the Final Regulations become the subject of later judi-
cial review.

A second problem with notice-and-comment rulemaking is that
its process can favor well-resourced industry participants. When
a particular regulatory action threatens the interests of an entire
industry, the participants in that industry can collectively invest
in attorneys, consultants, lobbyists, and politicians to protect
their interests. In the health care industry, heavily regulated
health care providers, health plans, and their professional associ-
ations frequently join forces to create professional, legal respons-
es to proposed rules that can be signed and submitted by all of
the members of the industry or that can be copied and personal-
ized by industry members and individually submitted. The result
is that HHS receives dozens of comments that support the same
position whenever it attempts to regulate the health care indus-
try. In response to the 2010 Proposed Rule, for example, the AMA
joined forces with thirty-six other major medical societies, associ-
ations, and academies to submit a powerful, joint comment to
HHS.”" By further example, the AHP submitted its own thirteen-
page, single-spaced comment to HHS*” that AHP’s members, in-
cluding the Mary Bird Perkins Cancer Center and the Beth Israel
Deaconness Medical Center, then re-submitted and referenced,”
respectively.

Notwithstanding the intellect and energy of patients’ rights
advocates and privacy coalitions such as the Coalition for Patient
Privacy”™ and the World Privacy Forum,’” their legal, financial,

271. See Letter from Mari Savickis, Am. Med. Ass'n, to the Honorable Kathleen Sebe-
lius, Sec’y, U.S. Dep’t of Health & Human Servs., Office for Civil Rights (Sept. 13, 2010),
available at http://wwwregulations.gov/#!documentDetail;D=HHS-OCR-2010-0016-0173.

272. See Letter from William C. McGinly, President & CEQO, Ass'n for Healthcare Phi-
lanthropy, to Dep’t of Health & Human Servs., Office of the Sec’y (Sept. 13, 2010), availa-
ble at http://www.regulations.gov/#!documentDetail;D=HHS-OCR-2010-0016-0137.

273. See Comment from Amy Benton, Mary Bird Perkins Cancer Ctr., to U.S. Dep’t of
Health & Human Servs. (Sept. 13, 2010), available at http://www.regulations.gov/#!docu
mentDetail;D=HHS-OCR-2010-0016-0122 (attaching the AHP’s comment and stating,
“Mary Bird Perkins Cancer Center and Mary Bird Perkins Cancer Center Foundation ful-
ly support the Association for Healthcare Philanthropy’s (AHP) position . ... We have at-
tached AHP’s comments”); see Letter from Kristine C. Laping, supra note 237, at 2 (“We
share the concerns expressed by the Association for Healthcare Philanthropy . .. .”).

274. Coalition for Patient Privacy, PATIENT PRIVACY RIGHTS, http:/patientprivacy
rights.org/coalition-patient-privacy/ (last visited Apr. 14, 2014).

275. About Us, WORLD PRIVACY FORUM, http://www.worldprivacyforum.org/about-us.
html (last visited April 14, 2014).
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and other resources pale in comparison to the resources of the
likes of Yale University,””® Stanford University,”” and Beth Israel
Deaconess Medical Center,”” as well as the nation’s other out-
standing academic medical centers and medical institutions. Pa-
tients’ rights advocates and privacy coalitions simply lack the re-
sources to launch a comparable fight, including the resources to
submit high numbers of professional, persuasive comments.

One result is that agencies such as HHS usually receive more
comments from industry participants than from the non-
regulated public. Again, in response to its 2010 Proposed Rule,
HHS received approximately fifty-five comments from the health
care industry that contained the word “fundraising.” In compari-
son, HHS received only six comments from patients’ rights organ-
izations, privacy coalitions, health information management or-
ganizations, and an ethics class at a graduate business school. In
its Final Regulations, HHS explained that these numbers were
persuasive: “[T]he vast majority of commenters supported allow-
ing the use or disclosure of additional protected health infor-
mation for fundraising” and “a small minority of commenters op-
posed allowing the use of additional protected health information
to target fundraising efforts, citing privacy concerns with doing
50.”*” Given that the notice-and-comment rulemaking process can
favor industry, I argue that simply counting the (relatively small
number of) comments submitted on behalf of the nation’s hun-
dreds of thousands of health care providers that make up the $2.7
trillion health care industry’® and comparing that number to the
number of comments submitted by patients’ rights and privacy
coalitions is not a reason to favor philanthropy over confidentiali-

276. See Letter from Dorothy K. Robinson, supra note 235.

277. See Letter from Privacy Officer, Dir. of Research Compliance, & Privacy & Sec.
Officers, Stanford Univ., to U.S. Dep’t of Health & Human Servs., Office for Civil Rights
(Sept. 13, 2010), available at http://www.regulations/gov#!documentDetail; D=HHS-OCR-
2010-0016-0263.

278. See Letter from Kristine C. Laping, supra note 237, at 1.

279. Modifications to the HIPAA Privacy, Security, Enforcement, and Breach Notifica-
tion Rules under the Health Information Technology for Economic and Clinical Health Act
and the Genetic Information Nondiscrimination Act, 78 Fed. Reg. 5566, 5620 (Jan. 25,
2013) (to be codified at 45 C.F.R. pts. 160, 164). According to HHS, “These commenters
stated that the use of additional protected health information would streamline their
fundraising efforts and ensure that individuals were sent communications about cam-
paigns that would be meaningful to their experiences.” Id.

280. Elisabeth Rosenthal, The $2.7 Trillion Medical Bill: Colonoscopies Explain Why
U.S. Leads the World in Health Expenditures, N.Y. TIMES, June 2, 2013, at Al (referencing
the nation’s $2.7 trilion annual health care bill).
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ty. Instead, I suggest that the notice-and-comment rulemaking
process favors well-resourced industry participants.® To me, the
comments simply indicate that covered entities continue to want
to gather, use, and disclose PHI about patients for fundraising
purposes while patients’ rights advocates and privacy coalitions
continue to want to prioritize confidentiality. The fact that cov-
ered entities continue to want to gather, use, and disclose PHI for
fundraising does not mean that philanthropy should, on a norma-
tive level, outweigh basic patients’ rights. Rather, and as dis-
cussed in more detail in the final Part of this article, I propose
that health information confidentiality and health care philan-
thropy be balanced through a more express notification of fund-
raising and authorization requirement.

V. A PROPOSAL

In this final Part, I examine three options for the future regula-
tion of the use and disclosure of PHI for fundraising and select
the option that I believe creates the best balance between health
care philanthropy and health information confidentiality.

One option is to revise the Final Regulations to prohibit all
grateful patient fundraising. If grateful patient fundraising risks
breach of confidentiality (and a range of other ethical issues in-
cluding conflicted decision making, health care resource alloca-
tion injustices, financial exploitation, and breach of privacy),’”
then one approach is to eliminate grateful patient fundraising in
its entirety. This option could be implemented by deleting the
language currently codified at 45 C.F.R. § 164.514(f)(1)—(2) or by
deleting such language and replacing it with:

(®) Fundraising communications. A covered entity may not use, or
disclose to a business associate or to an institutionally related foun-
dation, any protected health information for fundraising or philan-
thropic purposes.

I disagree with this approach. As discussed in detail in Part III,
philanthropy supports a wide variety of important health care in-
itiatives and related educational missions. Academic medical cen-

281. See Murphy, supra note 264, at 683 (“Thus, it is possible that changes made to the
rulemaking process that were intended, in part, to enable strong public interest group par-
ticipation may often disfavor such groups.”).

282. See generally Tovino, Giving Thanks, supra note 9 (discussing the ethical issues
raised by physician involvement in grateful patient fundraising).
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ters rely on philanthropy to satisfy educational needs, research
programs, clinical initiatives, and building and infrastructure
support. Non-profit health care organizations engage in fundrais-
ing to provide resources to their community-based hospitals and
clinics and to improve access to health care and other services for
the uninsured and under-insured. Private health care founda-
tions use philanthropy to serve the economically poor and under-
served, including women, children, and seniors who live in the
community served by the foundation. Health care philanthropy,
which totaled $28.12 billion in 2012,* cannot be eliminated in its
entirety.

A second option is to maintain the status quo. That is, a second
option is to: (1) keep the language in the Final Regulations allow-
ing covered entities to use and disclose treating physician and
department of service information without prior patient authori-
zation; and (2) support our current approach to health care phi-
lanthropy which relies on significant physician involvement in
grateful patient fundraising. As discussed in significant detail
elsewhere, I dislike this option because it provides insufficient
protection of the physician-patient relationship and risks conflict-
ed decision making, health care resource allocation injustices, fi-
nancial exploitation, breach of privacy, and breach of confidential-
ity.zm

A third option is to allow grateful patient fundraising to pro-
ceed with some limitations that are designed to protect health in-
formation confidentiality and other basic patients’ rights. This op-
tion, which I support, would require: (1) the revision of the Final
Regulations to better protect health information confidentiality;
and (2) the adoption of a complementary set of ethical guidelines
governing physician involvement in grateful patient fundrais-
in g'zss

In terms of revising the Final Regulations, I first propose that
covered entities not be allowed to use or disclose treating physi-
cian and department of service information without prior patient
authorization. Thus, I propose that 45 C.F.R. § 164.514(f)(1) be
revised to read:

283. Charitable Giving Rose 3.5 Percent in 2012, GIVING USA (June 20, 2013), http://
www.givingusareports.org/news-and-events/news.aspx?NewsTypeld=3& Newsld=182.

284. See generally Tovino, Giving Thanks, supra note 9.

285. See id. (adopting a complementary set of ethical guidelines).
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(f) Fundraising communications. (1) Standard: Uses and disclosures
for fundraising. Subject to the conditions of paragraph (f)(2) of this
section, a covered entity may use, or disclose to a business associate
or to an institutionally related foundation, the following protected
health information for the purpose of raising funds for its own bene-
fit, without an authorization as defined in paragraph (H(3):

(1) Demographic information relating to an individual, includ-
ing name, address, other contact information, age, gender, and
date of birth;

(ii) Dates of health care provided to an individual; and

(iii) Health insurance status.

Second, and in conjunction with the ethical proposals made in
the companion article, I propose that 45 C.F.R. § 164.514(f)(2)(1)
be revised to require patients be notified regarding whether the
covered entity will be conducting wealth screenings and other in-
formation searches using publicly or commercially available in-
formation:

(H(2) Implementation specifications: Fundraising requirements.

(1) A covered entity may not use or disclose protected health in-
formation for fundraising purposes as otherwise permitted by
paragraph (f)(1) of this section unless: (a) a statement required
by 164.520(b)(1)(ii)(A) is included in the covered entity’s notice
of privacy practices; and (b) a statement indicating whether
the covered entity will conduct patient wealth screenings and
other information searches using publicly or commercially
available information is included in the covered entity’s notice
of privacy practices.

In turn, 45 C.F.R. § 164.520(b)(1)(i1i)(A), which describes the
way in which patients should be alerted to uses and disclosures of
their PHI for fundraising through the notice of privacy practices,
should be amended to provide:

(b)(1)(i11) Separate statements for certain uses or disclosures. If the
covered entity intends to engage in any of the following activities,
the description required by paragraph (b)(1)(ii)(A) of this section
must include a separate statement informing the individual of such
activities, as applicable:

(A) In accordance with § 164.514(f)(1), the covered entity may,
without prior written authorization, use and disclose to institu-
tionally-related foundations and associates the information
listed at paragraph (f)(1)(i)—(iii), as long as the covered entity
provides information regarding how the individual may opt out
of these information uses and disclosures. In accordance with §
164.514(f)(3), the covered entity may, but only with prior writ-
ten authorization, use and disclose to institutionally-related
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foundations and business associates protected health infor-
mation other than the information listed at paragraph (f)(1)(),
together with information regarding how the individual may
authorize such uses and disclosures.

Third, I propose adding a new 45 C.F.R. § 164.514(f)(3) to the
end of the fundraising regulation. This new subsection would es-
tablish standard fundraising notification and authorization lan-
guage that covered entities would use to notify patients regarding
their philanthropy activities and obtain their patients’ prior writ-
ten authorization. The new subsection would provide:

(®(8) Fundraising notification and authorization. A covered entity
may use or disclose protected health information in addition to the
information listed at paragraph (f)(1)(i)—(iii) for fundraising purposes
only if the covered entity provides express written notification to the
patient regarding the means the covered entity uses to obtain phil-
anthropic donations and obtains the individual’s prior written au-
thorization to such means. A valid fundraising notification and au-
thorization must include at least the following elements:

(A) The name and address of the covered entity;

(B) A statement that the covered entity uses patient fundrais-
ing to support clinical initiatives, educational missions, or oth-
er health care or educational goals, as appropriate;

(C) A description of the means the covered entity uses to obtain
philanthropic donations, including a description of any physi-
cian involvement in grateful patient fundraising, development
office involvement in grateful patient fundraising, institution-
ally-affiliated foundation involvement in fundraising, inde-
pendent contractor or business associate involvement in fund-
raising, the conduct of wealth screenings, and similar
measures;

(D) A description of the specific classes of protected health in-
formation, such as treating physician and department of ser-
vice information, that the patient is authorizing the covered
entity to use and disclose for fundraising purposes;

(E) The name(s) of any employed, affiliated, or contracted
fundraisers with whom these classes of protected health infor-
mation will be shared or to whom these classes of protected
health information will be disclosed;

(F) A statement that employed, affiliated, and contracted fund-
raisers may not further use or disclose protected health infor-
mation other than for fundraising purposes;

(G) A statement that employed, affiliated, and contracted fund-
raisers are subject to regulation by the federal HIPAA Privacy
Rule and are subject to civil and criminal penalties for unau-
thorized uses and disclosures of protected health information;
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(H) A statement that the covered entity’s primary relationship
with the patient is a treatment relationship, not a philanthrop-
ic relationship;

(I) A general statement that the covered entity may not condi-
tion treatment, payment, or health care operations on a fund-
raising authorization or philanthropic donation;

(J) A specific statement that the covered entity may not vary
the provision, timing, quality, or quantity of treatment on a
fundraising authorization or philanthropic donation;

(K) A statement regarding how the individual may contact the
covered entity’s Privacy Official to discuss concerns regarding
fundraising. This statement shall include the postal address,
telephone number, and email address of the covered entity’s
Privacy Official;

(L) A statement regarding how the individual may contact the
federal Department of Health and Human Services (“HHS”) to
complain and report a breach of confidentiality by either the
covered entity or a contracted fundraiser. This statement shall
include a link to HHS’s “How to File a Complaint” Web page,
available at http://www.hhs.gov/ocr/privacy/hipaa/complaints/;
and

(M) Signature of the individual and date. If the authorization
is signed by a personal representative of the individual, a de-
scription of such representative’s authority to act for the indi-
vidual must also be provided.

1221

Fourth, I propose that HHS revise its Model Notice, which cur-
rently contains the following superficial statement: “In the case of
fundraising: We may contact you for fundraising efforts, but you
can tell us not to contact you again.”® The Model Notice should
be revised to provide:

In the case of fundraising:

Without your prior written authorization, we may internally
use and disclose to institutionally-related foundations and
business associates certain demographic information (includ-
ing name, address, other contact information, age, gender, and
date of birth), dates of health care provided to you, and infor-
mation regarding your health insurance status. You may opt
out of these unauthorized information uses and disclosures by
contacting the Privacy Official at the following [email address],
[physical mailing address], or [telephone number].

Only with your prior written authorization, we may internal-
ly use and disclose to institutionally-related foundations and
business associates protected health information other than
demographic information, dates of health care, and health in-

286. MODEL NOTICE, supra note 5, at 4.
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surance status. You may authorize such uses and disclosures
by contacting the [Name of Covered Entity] Privacy Official at
the following [email address], [physical mailing address], or
[telephone number].

CONCLUSION

Philanthropy plays an important role in the American health
care system. Due to high uncompensated health care costs, inad-
equate Medicare and Medicaid reimbursement, rising health care
compliance costs associated with health care reform, and expen-
sive medical equipment, many health care institutions depend on
philanthropic donations. For these reasons, health care philan-
thropy should be encouraged.

One concern with health care philanthropy is its reliance on
the use and disclosure of patient identifiable information and the
associated risk of breach of confidentiality. This concern can be
lessened through the proper regulation of the use and disclosure
of protected health information for fundraising. To this end, this
article critiques and proposes corrections to Privacy Rule and
Model Notice provisions that govern the permissible scope of uses
and disclosures of protected health information for fundraising
purposes. These regulatory proposals are designed to support
health care philanthropy while protecting a patient’s right to
health information confidentiality.



