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auditing

Internal Control Components:
Did COSO Get It Right?

By Marshall A. Geiger, Steven M.
Cooper, and Edmund J. Bovle

inancial accounting frauds and the
attention they bring are not new.
Fortunately, neither are the account-
ing profession’s ongoing attempts to limit
these types of fraud by encouraging strong
systems of internal control. In October 1986,
amid growing concems about the extent of
fraudulent financial reporting, the National
Commission on Fraudulent Financial
Reporting (the Treadway Commission)
began an extensive study and evaluation of
the integrity of the U.S. system of financial
reporting. The Treadway Commuission’s final
report, issued in 1987, provided numerous
recommendations for improving the finan-
cial reporting environment and auditing stan-
dards. In response. the Commitiee of
Sponsoring Organizations (COSO) devel-
oped a comprehensive, integrated model of
internal control to offer guidance for creat-
ing. adapting, and monitoring systems of
controls. This integrated framework was later
tailored to practitioners by the Auditing
Standards Board (ASB) through SAS 78,
While people are now more interested in
internal control evaluations by corporations,
auditors, and auditing standards-setters due
to SAS 99, Consideration of Fraud in a
Financial Statement Audit, and the Sarbanes-
Oxley Act of 2002, relatively little factual
data is available to confirm or deny the
efficacy of the interrelated internal control
components embraced by COSO and codi-
fied in the professional standards under SAS
78. To illuminate such data. the authors comi-
piled an analysis of internal control weak-
nesses communicated by 32 Rhode Island
state agencies using the framework man-
dated by SAS 78,

Background
The revised framework proposed by
COSO and codified in SAS 78 depicts inter-

nal control as a process designed to provide
reasonable assurance regarding the achieve-
mient of ohjectives for reliable financial state-
ments, effective and efficient operations, and
compliance with applicable laws and regu-
lations. These broad objectives are directly

linked to five interrelated components con-
sidered necessary to achieve internal con-
trol objectives (see Exhibit 1).

The role and importance of the control
environment o the effectiveness of a com-
pany’s internal control system had been
evolving until it became a formal compo-
nent of SAS 55's three-component internal
control structure, SAS 78 further defined
control environment as the component that
sets the tone of the organization by influ-
encing the control consciousness of the enti-
ty's employees and establishing the foun-
dation for the remaining components. Risk
assessment encompasses those events and
circumstances that can adversely affect the
underlying integrity of the management
assertions embodied within the financial
statements. Risk assessment factors identi-

fied by SAS 78 focus particularly on changes
that can influence the extent of financial
statement risks (e.g., changes in the operat-
ing environment, information systems, or
technology). The control activities compo-
nent includes policies and procedures

designed 1o ensure that management direc-
tives are effectively implemented. The four
broad subcategonies of policies and proce-
dures are intended to identify breakdowns in
control, provide guidance for timely respons-
es, and help achieve the entity’s objectives.
The information and communication com-
ponent has two separate yet integrated fac-
tors encompassing the entity’s accounting
system and the entity’s communication of
the roles and responsibilities of organizational
personnel. Monitoring incorporates all
management oversight of the organiza-
tion’s systems of internal control.

Government Auditing Standards

All government audits, including those
under the jurisdiction of the Single Audit Act
of 1984, must be performed according 1o the
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standards set forth by the Government
Accounting Office (GAO) through its
Government Auditing Standards (GAS),
commonly referred to as the Yellow Book.
GAS articulates generally accepted govemn-
ment audit standards (GAGAS). Essentially,
GAGAS incorporate the external auditor’s
generally accepted auditing standards, with
additional supplemental general standards for
all government andits, as well as supple-
mental Geldwork and reporting standards for
financial and performance audits.

The Single Audit Act of 1984, among
other things, requires auditors to provide a
single audit report that includes an opinion
on the financial statement presentation, a
report on relevant intemal controls of the
financial statements and major programs, and
a report on compliance with laws, regula-
tions, and provisions of confracts or grant
agreements. Thus, audits that fall under the
Single Audit Act are more extensive than
those performed under GAAS or GAS. in
terms of the extent of compliance tests and
the detail of the resulting audit report.

Analysis

Under a Rhode Island law, the gover-
nor’s director of administration revived a
Statewide fnancial management program
that requested the Bureau of Audits (the
internal audit agency attached to the gov-
emor’s office) to collect and review inter-
nal control reports from all agencies. This
program involved all state entities, includ-
ing quasi-public state agencies. Each agen-
¢y was formally contacted after the state’s
fiscal vear-end and charged with submit-
ting a letter and detailed “self-assessment
sumimary” to the governor regarding con-
trol system weakness mientioned in its most
recent audit report. The Bureau of Audits
used an open-ended format for reporting
agency control system weaknesses in order
to allow agency directors enough flexibil-
ity to. communicate their control system
observations and their intended responses
to the weaknesses identified in the recent-
ly received audit reports.

The authors examined all internal con-
trol weaknesses reported for one fiscal year
by the Rhode Island agencies contained
in the review. and classified each individ-
ual control weakness identified according
to SAS 78's five component categories.
Because applying the control components
requires considerable judgment. each
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author independently classified the weak-
nesses according to the framework. The
differences in categonzation were minimal,
as indicated by an average classification
agreement of 96.8%. All differences were
discussed and resolved before arriving at
the final categorizations used for analysis.

In total, the 32 state audit reports identi-
fied 213 internal control weaknesses, Each
audit report included at least one internal
control weakness in the organization audit-

ed. The highest number of internal control
weaknesses in a single audit report was 25,
and the median was three weaknesses,

While each internal control weakness
was classified into the five SAS 78 inter-
nal control components, a single weakness
could be categorized into more than one
component (93% of the weaknesses fell
into either one or two control components),
Accordingly, the 213 weaknesses were cat-
egorized as 349 items,

EXHIBIT 1

SAS 78 INTERNAL CONTROL COMPONENTS

Control Environment

m Integrity and ethical values

Commitment to competence

Board of directors or audit committee
participation

B Management philosophy and operating style
m Organizational structure

W Assignment of authority and responsibility
[ ]

Human resources policies and practice

Risk Assessment

The identification, analysis, and management of
risks relevant to the preparation of financial state-
ments presented in conformity with generally
accepted accounting principles

Control Activities

m Performance reviews
B Information processing
® Physical controls

W Segregation of duties

Information and

Information system:

Communication | |dentify and record all valid transactions
m Describe transactions in sufficient detail to
permit proper classification
W Measure value of transactions to ensure
proper valuation
m Determine proper time period of transaction
m Proper presentation and disclosure of financial
information
Communication;
® Providing an understanding of individual roles
and responsibilities pertaining to internal con-
trol over financial reporting
Monitoring Assessing the design and operation of controls

on a timely basis and taking necessary corrective
actions
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After reaching agreement on the classi-
fication of the internal control weakness-
es. the authors’ analysis focused on two
underlying questions:

B What was the occurrence of weak-
nesses across internal control compo-
nents, and were they interrelated?

nificant negative comelations were between
the risk assessment and the information and
communications components, and between
the control environment and the information
and communication components.
Relationship between size and internal
control weaknesses. The authors also

The predominance of the control activity component

highlights the need for audit managers to closely review,

evaluate, and amend their existing policies and procedures.

m Did the size or nature of the agency
influence the amount or type of internal
control weaknesses identified?

Occurrence and interrelationship of
internal control weaknesses. As Exhibit
2 indicates. the contral component con-
taining the most weaknesses was the con-
trol activities component. This one com-
ponent represented almost 31% of all
weaknesses identified in the study. The
next highest control component was the
control environment compaonent, repre-
senting 23% of the identified weaknesses.
The component with the fewest identified
weaknesses was the monitoring compo-
nent, at roughly 10%.

In terms of the relationships among the
five control components. there was a sig-
nificant positive correlation between the
control environment and nsk assessment
components. This positive relationship sup-
ports the interrelated nature of these com-
ponents espoused by COSO and SAS 78.
This finding also supports the inclusion of
the risk assessment [actors embodied in the
control environment component of the ear-
lier three-component internal control frame-
work of SAS 35.

Negative relationships were observed for
the remaining components, indicating that
if the weakness was identified as being in
one component. it usually was not also iden-
tified as any other component. The strongest
negative relationships observed were
between the control activities component and
the remaining components, The other sig-

assessed whether the types of weaknesses
identified were related to the size of the
organization being audited, as measured by
total operating budget. The relationship
between the five control component cate-
gories and the total operating budgets was
only marginally significant. Only the mon-

itoring component varied significantly with
the operating budget.

Common agency weaknesses. As indi-
cated in Exhibit 2, each individual audit-
ed agency or department was classified into
one of six categories:
® General government (e.g.. Department
of Administration)
® Human services (e.g.. Department of
Children. Youth and Families)

B Education (e.g,, Department of
Elementary and Secondary Education)

B Public safety (e.g.. Department of
Corrections)

®  Natural resources (e.g., Department of
Environment Management)

® Quasi-public agencies (e.g., Rhode
Island Public Transit Authority).

The results of five independent regres-
sion analyses indicated that the type of gov-
ernmental agency had no significant
effect on the specific types of internal con-
trol weaknesses identified.

In addition, the results indicate that the
type of governmental agency did not sig-
nificantly affect the total number of
weaknesses identified after controlling for
agency size.

EXHIBIT 2
INTERNAL CONTROL COMPONENTS BY
TYPE OF GOVERNMENTAL AGENCY
@ -
s o |B fEE

8.5 a | B £ E 5

EB H £ E E = =
Type of Agency c S % 0 S s E 5 i

S & < S ES = =
General 27 20 38 15 16 116
Government [13]
Human Services 3 5 9 9 4 30
[4)
Education 2 2 4 3 ] 1
(3)
Public Safety 11 5 Il 14 b 53
[3]
Natural 37 17 36 27 1 128
Resources (7]
Quasi-Public 1 4 3 3 0 1"
Agencies (2]
Total 81 53 107 M 37 349
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Implications

Based on this study, the SAS 78 integrate
framewark was found highly useful.
Although the five-component framework
effectively captured the weaknesses identi-

fied in the study, the weaknesses were not

evenly distributed across the five compo-
nents. Based on this study. actual control
activities performed in the organization
remain a very important aspect of the sys-
tem of intemal control. and are most likely
to be identified by an auditor as deficient.
Additionally, this finding may reflect that
auditors have historically evaluated control
activities in their internal control assessments,
and may be beter prepared to identify
these types of weaknesses or more apt (o
search for control activity weaknesses, The
size of an agency was related to only one

type of weakness, monitoring. The type of

government agency was not related o the
number or type of weaknesses identified.

The predominance of the control activ-
ity component highlights the need for audit
managers 10 closely review, evaluate, and
amend their existing policies and proce-
dures to ensure that they include those
designed specifically 1o prevent or detect
internal control weaknesses. Conversely.
because the reported weaknesses in the
study were the outcome of @ self-assess-
ment process using actual audit reports,
the negative correlations to other compo-
nents may indicate a preoccupation with
control activities on the part of the partic-
ipants, to the disregard of other relevant
components.

The results also confirm previous beliefs
about the significance of the control envi-
ronment based on its prevalence in the
audit reports for these state agencies, This
component received the second-largest
number of weaknesses, substantiating the
existence of control environment factors as
part of the system of internal control. The
identification of these factors as control
weaknesses legitimizes their inclusion in
the framework and also serves to acknowl-
edge auditor and management awareness
and concern. Furthermore. the strong cor-
relation between the control environment
and risk-assessment components supports
the earlier joining of these components in
SAS 55 and also perhaps indicates a need
to study them together to more elfective-
ly understand existing control systems.

The correlation of the monitoring com-
ponent to size is also significant for prac-
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tice. As organizations grow in size, the
need for monitoring activities increases:
this should also affect the need for
comprehensive and timely audits of those
monitoring mechanisms. In this study,
the data suggest that larger entities
should continue to establish monitoring
mechanisms as a worthwhile activity
in an integrated system of internal
control, N
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